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Remediation ROX

Business as usual

Watch
� Globa�
� Specific to the used technologies 

 Internal initiative 
 (we have control on it)

Pentest / Red Team

Bug bounty campaigns


SOC detection / real incident

Vulnerability scanner

(DAST / IAST / SAST)

Initiale analysis 
(macroscopic, via CMDB)

� Concerned �
� Affected ?

External initiative (unplaned)
Vulnerability Disclosure Policy



Bug bounty (out of campaigns)

Information verification  
(CERT, Red Team, technical staff)

� CMDB checkin�
� Problem confirmed �
� Source reliability ?

Assets  
and concerned 

systems 
identification
� Staff involve�
� Criticit�
� Exposure

Thorough analysis
Involve more stakeholders 
(host, business, external 
third party, etc.)

Threat level  evaluation
� CVSS scorin�
� Exposed assets 

(internet, business partners...�
� Critical asset�
� Exploitation vector 

(remote or local, with or without priviledges...�
� Consequences of successful exploi�
� Active exploi�
� Availability of a POC�
� Source reliability

VULNERABILITY MANAGEMENT 
Infographic

To help you identify and deal with vulnerabilities affecting software, software packages, software 
components and infrastructures, the following flowchart suggests a 4-step methodology:

RemEdiation

Initial and restricted communication
� The vulnerabilty exists 

(we saw it and analyzed 
it�

� Interlocuteur en point 
d’entré�

� Initialisation d’une page 
intranet  de référence / 
mail / com interne...

Risk level 
evaluation

Operational crisis unitCrisis unit mobilization

Pilot
(incident 
manager,  
CERT...)

Acceptance of the risk by the 
business (formalisation and 
signature of a risk 
acceptance letter/form) and 
absence of remediation 
(residual risk = gross risk)

� Watch(CERT, SOC, VOC�
� Knowledge of the vulnerability, 

products / versions affected, 
workarounds and patches, 
operating conditions, POCs, proven 
exploits

Attempted exploitation and verification 
of POCs 

� Monitoring and blocking of 
attempted and successful exploits 
(SOC + infrastructure teams�

� Retrohunt

Preparation of the remediation plan 
(technical/application teams).

Declarative 
(CNIL, regulator)

Pre-alert crisis unit (formal 
if existing, or informal)
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Analysis

re-evaluation after delay

Workaround constructor/
editor

�  +/- quick acceptance 
tests depending on 

security risks vs 
production risk�

� Eventual residual risk 
evaluation

+/- quick eployment ,  +/- 
impacting slot and assets 

choice depending on security 
risks vs production risks

Measures efficiency confirmation (RT)

Patch

De-activation

(protective measures)

� PCA / PRA / emergency protoco�
� Chain switch (if different technologies or versions�
� In accordance with a pre-established procedure

Legal evaluation / SLA compliance

Communication actualisation

Mitigation

(firewall, ips, waf, edr, …)

CAB CAB

ROX

Remidation plan 
actualisation until: 

� no residual ris�

� long-term acceptable 
residual risk  (risk 
acceptation�

� residual risk 
management in project 
mode RETEX

RemEdiation

Iterative process

Potential outcomes

CAPTION

This infographic is brought to you by the Vulnerability Management Working Group, set up as part 
of the Studio des Communs at the Cyber Campus. 
The White Paper detailing this poster is available on the Wiki of Studio des Communs.


