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According to ANSSI studies, there is a real lack of cybersecurity skills and resources for both providers and users. Since 2019 there are more than
15,000 open positions in the cyber job market in France. In reaction to that, the industry anticipates the creation of 35,000 positions by 2030.

Despite the growth of the cyber job market and the career opportunities offered, it seems to not attract the desired workforce: training courses are
struggling to recruit talents, and the lack of women is shocking. Indeed, according to ISC2 studies, women represent only 11% of the workforce
worldwide.

This lack of attractiveness is due, among other things, to the stereotypes associated with the cybersecurity professions: specialized jobs and IT skKills, etc.

Building on the initial work carried out within their "Diversity and Inclusion" working group, Clusif has chosen to join the working group dedicated to
Training created in 2021 within the Cyber Campus and co-led by CapGemini. The twenty experts in training and cybersecurity who meet every two weeks
have decided to continue along the path already opened up, with the support of ANSSI (which has made it possible, for example, to include the new PRIS-
type reference systems in the professions).

The first objective of this Training Working Group was the creation of a Competency Reference Framework for Cybersecurity professions. This repository
will help demystify and publicize the cybersecurity professions and the skills required to occupy the various positions. In the long term, it will also be able
to direct the various publics towards the appropriate training courses. This work was designed as a bridge between HR, professions and students to serve
as a common reference for the French cybersecurity ecosystem.

This work was based on the ANSSI's “Panorama des Métiers de la Cybersécurité” and the CyberEdu skills framework, but also took into account
international standards (ENISA's European Cybersecurity Skills Framework, NIST's National Initiative for Cybersecurity Education) and the Security Skills
Matrix produced by AXA. Moreover, it is important to keep in mind that the level of the users of the matrix may be slightly lower than the one displayed.
Moreover, the reference framework is meant to be adjustable, depending on the organizational context of the companies (maturity, stakes...). Indeed,
cybersecurity is a constantly evolving field, which requires regular adjustments according to the evolution needs of the sector.

The Cybersecurity Competency Framework is intended for a wide audience. It is both a tool to help orientation, integration of young graduates and
retraining to and within the cybersecurity professions. The repository could also be useful to the competent departments within human resources,
recruitment agencies, training organizations, private or public companies, as well as to individuals.

This reference tool is the first deliverable of the Training Working Group. This first part deals with jobs directly related to cybersecurity. In a second phase,
the working group will deal with the related jobs that are linked to cybersecurity, to enrich this work.

If you wish to have additional information, do not hesitate to contact the Commons Studio of the Cyber Campus.

The Training Working Group of the Cyber Campus Commons Studio

Contact : communautes@campuscyber.fr O
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Personal position

Personal position

Personal position

Personal position

Personal position

Personal position

Personal position

Personal position

Integrate business challenges

Carry out/Organize an active and regular watch over
cybersecurity

Automate the tools

Analyse and summarize

Be able to communicate effectively (orally and in writting)
with both internal and external audiences in French orin
foreign languages

Be ethical and act rigorously

Manage stressful situations

Provide/take an innovative approach

Suggest appropriate solutions (availability, confidentiality, integrity, traces)

knowledge of the market solutions

Scripting

Verbal and written

Teamwork

Teamwork

Teamwork

Teamwork

Teamwork

Teamwork

Teamwork

Teamwork

Work together as a team / Work with and learn from a team

Manage a team

Gain a general consensus around a same goal

Adapt your communication to different target audiences

Draft internal and external documents

Outline/Present projet findings

Integrate professional networks

Establish priorities according to constraints

Organize, assign, manage the skills

Adopt a proactive approach, prove your leadership abilities, generate synergies within the same institution or outside.

GD, manager, technical staff, awareness, training activities (teaching)

Procedures, processes, documentation, project charter, project plans, reports, training material

Use of suitable tools, indicators, scoreboard, synthesis, action plan

From bald observation to active involvement

Pressing/Substantial

Legend : appropriate levels (knowledge/skills)

x = from 0 to 4 depending on the area of expertise

Level 1 : Identifying/Understanding major issues/challenges related to the skill

Level 0 : No knowledge on the issue
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SEF) Specialist

Security
product
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product
integrator

Cyber security
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